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[57] ABSTRACT 

The technical field generally concerns electronic mail 
systems. The present invention provides an ATM or 
POS system having a terminal and process or which 
are connected to an ATM or POS data communica- 
tions network. The network also includes a store and 
forward message switch which stores user messages for 
remote retrieval and use as an electronic mail system on 
a data communications network. Messages can be 
stored or retrieved through standard ATM or POS 
terminals, through a service bureau, through touch 
tone telephones or via modems. Messages can be re- 
trieved remotely and sent to . a facsimile m^ftic, a 
remote paging device, computer or the like. 

47 Claims, 6 Drawing Sheets 
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Yet another object of the present invention is to pro- 

ATM/POS BASED ELECTRONIC MAIL SYSTEM vide a highly reliable system for public access to elec- 
tronic mail services. 

TECHNICAL FIELD Briefly, the present invention provides an electronic 
The present invention relates generally to computer 5 ^ ^em by wmch users can easUy authoi^ gener- 

data systems for storing and Kd^S * ^ ^h~J? ^ '^T^ ^ ^ 
««™ „,.*;„„u,w, 7 Zl^ r ~r* 6ca ,7 uses a debt card, a credit card or other machine read- 
s' ^ V?, ^ TT.^ m h^ abIc Phonal identification card in conjunction with an 
ft e **^ authorized personal identification number CTOT) or 
Sale ( POS 0 systems that permits users of such systems 10 other valid password security identification to regulate 
to receive and send electronic mail. access to the electronic mail service. The system of the 
BACKGROUND ART present invention employs unique peripherals in con- 
junction with parts of existing communications net- 
Over the years, many different types of electronic works and devices to provide simple text communica- 
message tra nsmis s i on devices have been developed. For 15 tions to remote locations. It provides this service by " 
transmitting spoken messages, one of the oldest, most means of a structured link between a store and forward 
widely used and convenient of these devices is the tele- message switch and other already installed communica- 
phone. However, until quite recently, the telephone tion systems. The system of the present invention ad- 
provided only live, real-time communication. Recendy, vantageously uses the existing networks of ATM and 
"voice mail*' services have become available that permit 20 POS terminals together with the national and regional 
callers to leave spoken messages for later retrieval and clearing house networks or transaction switches that 
reproduction to their intended recipients. While conve- interconnect the various ATM and POS systems to 
nient, the cost of transmitting voice messages over the provide wide public access to electronic mail services. ^ 
public phone system is relatively high in comparison To access electronic mail service, a user enters 
with the cost of transmitting messages using surplus 25 dcbit » credit * or identification card into either an 
capacity that is available in communication systems that A ™ °J P ? S terminal. That tergal in conjunction 
have been installed and are maintained in continuous wth , a loca ! Pressor acquires the usert identity, the 

operation for entirely different purposes. "f* mfonnatl0 !^ m ? *f dc ^' to rc ~ 
A« rt *w ri M .!^/~»T M ♦™™~™ tnevc or enter messages. The local ATM or POS pro- 
♦J^°£ •? \2l £t^? g ^f^ 0 * 30 cesser then passes this information through a processor 
technology is one with the abihty to transmit text mes- for ^ AT ^ OT pos t0 ^information 
sages for later retaeval and reproduction by their in. processor at ^ ^ s financial institution. It is also 
tended recipient Such systems are known as electronic based on the current state of the art of ATM 
mail and utilize an underlying technology known as a ^d POS network systems, that the approval process 
Store And Forward Message Switch". However, most 33 may take place during an alternate account transaction 
current electronic mail systems are both expensive and processing step. This is described in more detail below, 
must be accessed using special purpose terrninals. Pres- Upon receipt of this information, the processor for the 
entiy, there exists no widely available means by which user's financial institution confirms the user's identity 
the public can conveniently and inexpensively access and authorizes the user to access the electronic mail 
electronic mail communication. 40 service. Such identification and authorization proce- 
Yet other recently developed communication sys- duxes are a routine operation on ATM and POS net- 
terns are the many independently operated ATM sys- works. 

terns and POS systems. One of the characteristics of the After a user's access to the electronic mail system has 

various ATM and POS systems is their interconnection been approved by their financial institution, a clearing 

by many clearing house networks. These clearing house 45 house processor for the ATM and/or POS networks 

networks pass transactions back and forth between permits the user to access its electronic mail message 

terminals on one ATM or POS system and another service control function. This message service control 

ATM or POS system on which the user's account iden- function differentiates among the various transactions 

tification records reside. involved in. electronic mail communication that are in 

It appears desirable to 'link parts of existing communi- 50 addition » financial transactions normally ex- 
cation systems to provide readily accessible public elec- ' caan * ed over *« A ™ or P ° S network. The message 
tronic mail communication that frees users from the * mcc contro1 ^ ctlQZ ! Permed * clearing 
need to use a special purpose terminal. Such a combined house processor also tracks the status and steps required 

r*~u*Jt~, — a i> m ^,_ 4 • ;1 to complete electronic mail transmission. 

!Ki ^ I ? TL? rZ ? ^ * ™e message service control function on the clearing 

and also provides much greater functionality to the house * sor user entered electronic mail 

existing voice and data commumcation systems. control information to a special purpose store and for- 

DISCLOSURE OF INVENTION ward message switch for retrieving the user's messages 

. . and/or permitting the user to originate or transmit mes- 

An object of the present invention is to provide a ^ ^ t0 othcr vm storc ^d forward message 

convenient means by which the public can readily avail switcb ^ rcturns messagcs ^d/or verification of 

themselves of electronic mail services. status of messages for other users back through the 

Another object of the present invention is to provide message service control function of the clearing house 

an economical system for public access to electronic processor for transmission back to the user at the ATM 

mail services. 65 or POS terminal. The clearing house processor also 

Another object of the present invention is to provide separately passes accounting information to the user's 

a secure system for public access to electronic mail financial institution for recording usage of the elec- 

services. tronic mail services. 
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RttTFF rtF^rp n>XTOM n^AWiwrc Because of the similarities among different ATM 

BRIEF DESCRIPTION OF DRAWINGS systems Md pQS systems whefl ^ ^ f^^^ 

Other features and advantages of the invention will into the electronic mail system 10, for purposes of this 

become apparent from the following specification disclosure it is possible to illustrate both of these differ- 

which, in association with the attached drawing figures 5 ent types of systems by means of a single generic ATM- 

and claims, describe the invention. The figures are an- /POS system 12. If the generic ATM/POS system 12 of 

notated with consistent reference numerals throughout FIG. 1 were particularized to only an ATM system, 

FIG. 1 is a block diagram depicting an entire system then it would omit the POS terminal 34, the POS pro- 
for providing an electronic mail service in accordance cessor 36, and the POS data communication network 
with the present invention including its ATM/POS 1° 38, while the ATM/POS terminals 26 and 28 would 
subsystem, the ATM/POS institution processor, a communicate via the shared processor 32 only with the 
user's financial institution processor, the clearing house A ™ communication network 16. The ATM- 
processor, and the store and forward message switch; /POS system 12 enclosed within its dashed line, when 

FIG. 2 is a block diagram depicting the functional s° particularized to only an ATM system, allows a user 

elements included in a terminal of the ATM/POS sub- 15 to perform financial transactions with only the institu- 

system illustrated in FIG. 1; tion(s) whose records reside on the ATM institution 

FIG. 3 is a combined block diagram and flow chart processor 18. 

depicting the processor for the ATM or POS institution Alternatively, if the generic ATM/POS system 12 of 

illustrated in FIG. 1 together with the functions per- FIG - 1 were particularized to only a POS system, then 

formed by that processor in support of the electronic 20 ft would omit the A ™ wminals *2 and 24, the ATM 

mail service, in particular the ATM or POS manage- data commumcation network 16, and the ATM institu- 

ment functions- tion processor 18, while the ATM/POS terminals 26 

FIG. 4 is a combined block diagram and flow chart and 28 would communicate via the shared processor 32 

depicting the store and forward message switch illus- „ ™ ly ^^° S data ^ ommuni f ti< ? n L . ne f w0 1 rk 4 38 : 

trated in FIG, 1 together with the functions performed 25 ™ e A ™/POS system 12 enclosed within its dashed 

by the switch in providing electronic mail services; ^ when *° P arl,culan2ed t0 . f ™ S svstem > a 

HG. 5 is a combined block diagram and flow chart US f 10 mak ! transactions with only the merchants) 

depicting the clearing house processor illustrated in * hose records restde on POS mst,tutl0n processor 

FIG. 1 together with the functions performed by that , n I # . m, - , « , , „ 

processor in providing electronic mail services includ- 30 In *** f^T mi ? n °f ™" l'J*f ? ared P rocc ? sor . 32 
in* th~ mMe l , Jl, r"Z7* j communicates only with the ATM data communication 

FIG 6 k ™ZS : u „ network 16 if the ATM/POS system 12 is particularized 

diKif It n^c^ t ?f r ™ d ° W » « ATM system. Alternatively, if the ATM/POS 

S^S^lS^f T l Pr T f SyS " system 12 is particularized to a POS system the shared 

^ ™ d * f ia 1 w V he f ^ CU ° m 35 P rocessor 32 communicates only with the POS data 

performed by that processor in providing electronic comnmnication netW ork 38. The illustration in FIG. 1 

ervices. of ^ ^^^j p roccssor 32 a$ being connected both to 

BEST MODE FOR CARRYING OUT THE ^ e A ™ data communication network 16 and to the 

INVENTION POS data communication network 38 presently does 

CTr , 1 . . ■ .... „ f , .,40 not exist in any known system. The shared processor 32 

FIG. 1 depicts a pubhcly accessible electromc mail is so iu ustrated ^ ^ generic ATM/POS system 12 of 

r y Jf ? *? u accordan ? e ^ ^ Pf^ 111 ™^ ld< ? tI - FIG. 1 solely for pedagogical reasons to simplify FIG. 

Tied by the general reference character 10. The elec x to permit it to illustrate the characteristics com- 

txonic mail system 10 illustrates a generic Automated mon t0 bo lh ATM and POS systems that are relevant to 

Teller Machine or Pomt of Sale ("ATM/POS") system 45 the present invention. 

within the dashed line IX Thegeneric ATM/POS sys- The electronic mail system 10 of the present inven- 

tem 12 includes an ATM/POS subsystem enclosed ti0 n envisions a plurality of independently operated 

within the dashed line 14, an ATM data communication ATM/POS systems 12 all intercommunicating simulta- 

network lj^ar£an ATM institution processor 18. neously to provide the entire electronic mail service 

The ATM/POS subsystem 14 depicted in FIG. 1 50 available to users. A clearing house data communica- 
illustrates different techniques routinely employed for tion network 42 interconnects the plurality of ATM 

connecting various types of ATM terminals 22 and 24 institution processors 18 and the plurality of POS insti- 

and ATM/POS terminals 26 and 28 to the ATM data tution processors 36 included in the electronic mail 

communication network 16. In the ATM/POS subsys- system 10 to a clearing house network processor 44. By 

tern 14 depicted in FIG. 1 each of the ATM terminals 22 55 transferring information among different ATM institu- 

and 24 include their own microprocessor as depicted in tion processors 18 operated by various financial institu- 

FIG. 2. Consequently, because the terminals 22 and 24 tions and among different POS institution processor 36 

include their own microprocessor, each terminal 22 or operated by various merchants, the clearing house data 

24 is individually capable of communicating directly communication network 42 and the clearing house net- 

with the ATM data communication network 16. Alter- 60 work processor 44 allow users to perform inter-institu- 

natively, ATM/POS terminals 26 and 28 illustrate a tion transactions such as between one of the ATM/POS 

different technique in which the terminals 26 and 28 are systems 12 and a processor 46 operated by a user's finan- 

connected to a shared processor 32 through which they rial institution. 

communicate with the ATM data communication net- With the electronic mail system 10 as thus far de- 
work 16. The ATM/POS subsystem 14 illustrated in 65 scribed, a user begins to receive or transmit electronic 
FIG. 1 also depicts a POS terminal 34 that communi- mail using the ATM/POS system 12, the clearing house 
cates with a POS institution processor 36 via a POS data data communication network 42, the clearing house 
communication network 38. network processor 44, and the user's financial institu- 
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tion processor 46 by inserting a debit or credit card 48 34 may include an optical character recognition unit 

into one of the terminals 22, 24, 26, 28 or 34 operated by (not illustrated in FIG. 2.) to scan a written message 56. 

one of the plurality of ATM/POS systems 12 included A response or new message entered by the user at the 

in the electronic mail system 10. Upon insertion of the terminal 22, 24, 26, 28 or 34 passes through the clearing 

card 48, trie terminal 22, 24, 2«, 28 or 36, in conjunction 3 house network processor 44 to the user's financial insti- 

with the local microprocessor, acquires the user's iden- tution processor 46 which must authorize the response 

tuy and the user's security information. After the user 0 r message's storage on the store and forward message 

enters a personal identification number ("PIN") or switch 52. 

other security password or code, the terminal 22, 24, 26 when the store and forward message switch 52 re- 

28 or 34 communicates through its own ATM data 10 ceives a response or a message, it validates the basics of 

commumcation network 16 and ATM institution pro- & message> ^ jf ^ uc ^ re . 

" CCSSOr If , ( f th f^ , . tS °. wn . POS commumcation spQnsc or meSMge for retransmission. Furthermore, the 

network 38 and POS institution processor 36X and the ^ ^ forward message $witch S2 vides „ ac . 

clearing house data communication network 42 with knowledgement to the tenrunal 22, 24, 26, 28 or 34 that 

^n^i^ nctwork P r °« ssor **■ The clearing 15 ^ ^ or messa bas ^ ^ed. if the store and 

£S EE? ""J??? W,t ? S C forward message switch 52 determines that a response 

SSnSSS?H^ 1 P ^? Mt f 11,6 OT » messa * e * ""acceptable, in the same way h trans- 

clearing house data communication network 42 to ac- _ {tc . _•?„„„ ___„ t, a ,.v \„ a- i» ■« 

cess the user's account records, to obtain authorization fJJSTX^^ 2rf£? 
for the user to access the electronic mail function of the 20 ** T ° r ^ v g ^ ^ an explanation of the problem, 

electronic mail system 10, and to acquire appropriate * addmon to the preceding way in which various 

information for charging such use totfie user As men- f of the f rfcc ™ ™' 10 of the present 

tioned above, this approval process may take place mvenUon intercommunicate as described above, the 

during an alternate processin/step and is described in ^ l mve ? Uon * S0 cn ™ ons . Pathways, other than 

further detail below. In authorizing usage of the dec 25 * e cl t eanng h ? use data communicaaon network 42 and 

tronic mail system 10, the user's financial institution C J^ g housc network processor * which 

processor 46 returns a message identification ("I.D.") ATM/POS systems 12 may communicate wnh the 

for the user to the clearing house network processor 44. "*f ! finan ^ ^ ' nstltut >on Pf 0 " 550 / 46 40(1 ,f> re 

Having received the user's message LD. the clearing forward messa B e sw,lch 51 For example, if the 

house network processor 44 then activates its message 30 dectronic mail svstem 10 implements the message ser- 

service control function to access, via the clearing vice 00X1X101 Action somewhere other than on the 

house data communication network 42, information clearing house network processor 44, then the ATM 

stored for the user on a store and forward message institution processor 18 or the POS institution processor 

switch 52. Via the clearing house data communication 36 mav obtain authorization and other information nec- 

network 42 and the ATM/POS system 12, the store and 35 for a ' user lo access electronic mail system 10 

forward message switch 52 then sends a group of mes- bv communicating directly with the user's financial 

sages (one transaction) back to the terminal 22, 24, 26, institution processor 46 via a user authorization data 

28 or 34 at which the user entered his request After communication network 62. Under such circumstances, 

completing this transaction, the store and forward mcs- ^ A ™ institution processor 18 or the POS institution 

sage switch 52 updates a status code for the messages 40 processor 36 can also exchange user messages directly 

delivered to indicate that they have been sent and are with the storc and forward message switch 52 via a 

awaiting further instructions from the user as to final message data communication network 64. Properly 

disposition. implemented, any of the various data communication 

By interacting with the terminal 22, 24, 26, 28 or 34 networks 42, 62 or 64 can provide the message transmis- 

through a keyboard and/or function keys illustrated in 45 sion capability necessary for proper operation of the 

FIG. 2, a user directs the ATM/POS subsystem 14 to electronic mail system 10. 

display the retrieved messages on a display screen, also Generally, messages are presented to the store and 
illustrated in FIG. 2. Using the keyboard and/or func- forward message switch 52 from outside the ATM- 
tion keys of the terminal 22, 24, 26, 28 or 34, the user /POS system 12 by a computer terminal entry station 
may request that the terminal 22, 24, 26, 28, or 34 print 50 72. The station 72 may be any of several types of termi- 
a copy of a retrieved message on paper 54. nals that can communicate with electronic mail ser- 
The user may respond to or originate messages for vices. The station 72eould be a standard personal corn- 
storage on the store and forward message switch 52 P u ter ("PC") with the message being created off-line 
using the terminal 22, 24, 26, 28 or 34 in the same man- and then transmitted to the store and forward message 
ner as requesting access to stored messages. The elec- 55 switch 52. Alternatively, the station 72 could be a tenni- 
tronic mail system 10 authorizes a user to respond to or nal connected directly to a mainframe or mini-computer 
originate messages in the same way as described above system. 

for retrieving messages. If the ATM/POS subsystem 14 The station 72 communicates with the store and for- 
possesses the ability to retain the user's identity and ward message switch 52 via a message entry data corn- 
security code information, it is unnecessary for the user 60 munication network 74. In storing a message on the 
to reinsert the debit or credit card 48 and to reenter the store and forward message switch 52, the station 72 
security code. A response or a message to be stored on identifies the user, either through a directory as nor- 
the store and forward message switch 52 may be en- mally provide by this type of service, or by knowing the 
tered at the terminal 22, 24, 26, 28 or 34 in a variety of user's electronic mail LD. Directory services of this 
different ways. For example, using an ATM/POS sub- 65 type are well known and are associated with many of 
system of the type depicted in FIG. 2, the user could the current electronic mail systems. A modem 76 may 
respond to or enter a message using either a keyboard or also communicate with the message entry data commu- 
a "pen pad;" Alternatively, the terminal 22, 24, 26, 28 or nication network 74 to provide the electronic mail sys- 
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tern 10 with a pager communication service 78 and a 

facsimile transmission machine 82. ^ Processor That Performs the Message Service 

The present invention also envisions other ways of Control Function 

storing messages on the store and forward message The message service control function, described in 
switch 5Z For example, using a telephone 84 individu- 5 greater detail below in connection with FIG. 5 ( is an 

als without access to an E-Mail Service may call a ser- essential part of the electronic mail system 10 of the 

vice bureau that has a station 72 connected to the elec- present invention. As indicated above, it is not essential 

tronic mail system 10. Such a service bureau will be able to the operation of the electronic mail system 10 that the 

to take messages from outside individuals by telephone message service control function be performed exclu- 
and store them on the store and forward message switch 10 sively by the clearing house network processor 44. 

5Z Similarly, the user can also send messages out to However, because the message service control function 

individuals who lack an I.D. on the electronic mail is an essential part of the electronic mail system 10, 

system 10 through a service bureau. Anyone with a details in the operations performed respectively on the 

phone or mailing address can, in principle, be reached processors 18, 36, 44 and 46 change slightly depending 
by sending a message to the service bureau for forward- 13 upon the particular processor that performs the message 

mg to the individual with which the user wants to com- service control function. 

municate. Such operations would be a normal part of The message service control function may be per- 
the service bureau function to extend the reach of the formed on the institution processor 18 or 36 included in 
message service to the general public. 2Q the ATM/POS system 12 of the terminal 22, 24, 26, 28 
f~ Another way of communicating with individuals or 34, or on institution processor 18 or 36 that belongs 
J who are not themselves users of the electronic mail to another ATM/POS system 12, on the clearing house 
/ system 10 is through the facsimile transmission machine network processor 44, or on the userYfinancial institu- 
t — 82. The store and forward message switch 52 recognizes tion processor 46 which itself may be an institution 
when the user enters a facsimile telephone number as 2 5 P roccssor *8 or 36 that belongs to a different ATM/ 
the destination address for a response or a message. PCS system 12. Initially accessing the message service 
Under such circumstances, the store and forward mes- control function differs if the user's account records are 
sage switch 52 initiates a telephone call and uses the maintained on a processor 18, 36, or 46 other than that 
conventional facsimile transmission process to deliver m me ATM/POS system 12 presently serving the user, 
the message to the intended recipient. After successful 30 a user nas Deen authorized to use the electronic 
facsimile transmission of the message, the message's maiI svs t«n the message service control function 
status is displayed to the user. handles all further control relationships with the appro- 
Furthermore, the electronic mail system 10 may an- pnate terminal 22, 24, 26, 28 or 34 and the store and 
nounce to users that a message has been stored for them forward message switch 52. After a user finishes enter- 
on the store and forward message switch 52. To an- 35 ^8 a request at the terminal 22, 24, 26, 28 or 34, the 
nounce the storage of a message, the store and forward ATM/POS subsystem 14 transmits it to the processor 
message switch 52 places a telephone call to the pager 18 » 3 ? or ^ performs the message service control 
communication service 78 thereby activating the user's function to be formatted before it is further transmitted 
beeper. Upon being notified of a message's storage, the through the networks 42, 62 or 64. The message will be 
user proceeds to a terminal 22, 24, 26, 28 or 34 to re- 40 formatted by the processor 18, 36 or 44 in accordance 
trieve it. with normal system requirements using the new trans- 
The link created by the store and forward message action types and transaction formats unique to the elgc- 
switch 52 also allows connection to multiple externa] tronic mail system Information for providing the mes- 
E-Mail systems through the industry standard X.400 or service control function is encoded and included in 
custom E-Mail to E-Mail links. Such E-Mail links have 45 tne message to identify the terminal location, date, time 
already been established by many of these services and and otner information, and becomes an associated part 
are well known in the art. This allows easy physical of ^ e message and its audit trail. This message service 
connection to all of the existing E-Mail services, and control information added to each message is used in 
provides handy communication to users of the elec- carrying out the message service control function and in 
tronic mail system 10 from outside the ATM/POS sys- 50 operation of the store and forward message switch 52, 
terns. Generally, all of the standard services provided Tne messa ge service control function also processes 
by the E-Mail system will be the same, and will be responses to user requests, and returns the results to the 
available through the electronic mail system 10. How- institution processor 18 or 36 for the ATM/POS system 
ever, due to the physical limitations which may practi- 55 12 controlling the operation of the terminal 22, 24, 26, 
cally be imposed on the electronic mail system 10, the 28 or 34 serving the user, 
scope of the message may be limited in some way. For 

example such limitations may include, but are not lim- Determining Location/Affiliation 

ited to, the size or the detail of the message, or similar Destination can be identified using the normal loca- 

Jhmitations. ^ tion/affiliation directory or, as an alternate, a new di- 

An additional feature of the electronic mail system 10 rectory associated with the message transactions alone, 

for individuals who themselves are not users of the whichever is most efficient for network functionality, 

system 10 is its ability to capture charge information Furthermore, an alternate location/affiliation approval 

instead of the normal E-Mail system charges that would process may take place on the ATM or POS network 

be appropriate for those with E-Mail service access. 65 during another processing step. Such alternate approval 

This charge capture capability is a necessary pan of processing is well known in the state of the art of ATM 

providing easy service bureau access to the electronic and POS networks and will be readily understood by 

mail system 10. one skilled in the art. 
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A-n/mnc o v tern 160 can be used in the same way to print an audit 

ATM/POS Subsystem 14 ^ of mcssages entered mt0 ^ termina i 22. 24, 26, 28 

FIG. 2 depicts the functional elements required for or 34. Use of the printer subsystem 160 can be very 
one entire terminal 22, 24, 26, 28 or 34 of the ATM- valuable where the messages, either entered or re- 
/POS subsystem 14 depicted in FIG. 1. As illustrated in 5 trieved, are instructions to other individuals to take an 
FIG. 2, all transactions between the terminal 22, 24, 26, action, or that require confirmation of an action. 
28 or 34 of the ATM/POS subsystem 14 and the data la addition to the various input devices included in 
communication network 16 or 38 pass through & com* the input/output . console 130, the ATM/POS subsys- 
munications controller 110. The communications con- tern 14 includes an optical character recognition 
trailer 110 includes an input buffer 112 and an output 10 ("OCR") subsystem 170. The OCR subsystem 170 in- 
buffer 114. Within the ATM/POS subsystem 14, the eludes an output buffer 172 that receives data from the 
communications controller 110 provides data contained output 122 of the microprocessor 120 and an input 
in transactions received from the data communication buffer 174 that transmits data to the input 118 of the 
network 16 or 18 from its input buffer 112 to an input microprocessor 120. The OCR subsystem 170 includes a 
118 of a microprocessor 120. Analogously, the output 15 camera control function 176 that receives data from the 
buffer 114 of the communications controller 110 re- output buffer 172 and transmits data to the input buffer 
ceives data from an output 122 of the microprocessor 174. The camera control function 176 exchanges con- 
120 for transmission as a transaction over the data com- trol and status signals with a document receiver 182 and 
munication network 16 or 18. a camera 184. The document receiver 182 supplies sta- 
in addition to the input 118 and the output 122, the 20 tus signals to the camera 184. The camera 184 supplies 
microprocessor 120 includes a central processing unit data to the input buffer 174 of the OCR subsystem 170 
("CPU") 124 that fetches data from theinput 118 of the for retransmission to the input 118 of the microproces- 
microprocessor 120 and stores data to its output 122. sor 120. 

The CPU 124 of the microprocessor 120 also fetches The OCR subsystem 170 is used to capture pre-typed 
data from and stores data into a memory 126. The mi- 25 or hand written messages that are not already defined in 
coprocessor 120 also includes an arithmetic logical unit the electronic mail system 10 To operate the OCR sub* 
("ALU") 128 that operates upon data received from the system 170, coded instructions are stored in the output 
CPU 124 and returns the results of such operations to buffer 172 of the OCR subsystem 170. The camera con- 
the CPU 124. trol function 176 interprets the instructions and the 
The ATM/POS subsystem 14 also includes an input- 30 document receiver 182 opens to accept the written 
/output console 130. The input/output console 130 message 56 from the user. After acceptance, the camera 
includes an input buffer 132 that transmits data to the 184 scans the message 56. If no errors are encountered, 
input 118 of the microprocessor 120, and an output the scanned image will be placed in the input buffer 174 
buffer 134 that receives data" from the output 122 of the and further analysis and processing will occur accord- 
microprocessor 120. Included in the input/output con- 35 ing to the normal OCR processing capability of the 
sole 130 supplying data to the input buffer 132 are vari- terminal 22, 24, 26, 28 or 34 and the ATM/POS subsys- 
ous input devices including a debit or credit card reader tern 14: 

136, function keys 138, and a character decoder 142 that While the various elements of the ATM/POS subsys- 

receives data both from a keyboard 144 and from a pen tern 14 are described above as though each of the termi- 

pad 146. The input/output console 130 also includes 40 nals 22, 24, 26, 28 and 34 includes them all, depending 

various output devices including a display screen 152, upon precise details of_the terminal 22, 24, 26, 28 or 34 

an instruction panel and screen 154, and a status panel some of the elements described above may, in fact, be 

156 that all receive data from the output buffer 134. The shared among several terminals 22, 24, 26, 28 or 34. For 

status panel 156 may include a number, of indicators to examples, as depicted in FIG. 1, the ATM/POS termi- 

inform a user of the various states (or status) of a trans- 45 nals 26 and 28 are connected to the shared processor 32 
action being performed including problems or errors through which they communicate with either one or 

that are likely to arise. These can be problems encoun- the other of the data communication networks 16 or 38. 

tered by (or status of) the terminal 22, 24, 26, 28 or 34, Thus, the shared processor 32 includes both the com- 

the microprocessor 120, or errors or status communi- munications controller 110 and the microprocessor 120 

cated to the ATM/POS subsystem 14 from the proces- 50 that are depicted in FIG. 2, and distributes their func- 

sor 18, 36, 44 or 46 or from the store and forward mes- tion to the input/output console 130, the printer subsys- 

sage switch 52. The instruction panel 154 and display tern 160, and the OCR subsystem 170 included in each 

screen 152 can be used interchangeably for displaying oif the ATM/POS terminals 26 and 28. 

the same information. «o 

In addition to the various output devices included in 55 Institution Processor 18 or 36 

the input/output console 130, the ATM/POS subsys- FIG. 3 is a combined block diagram and flow chart 

tern 14 includes a printer subsystem 160. The printer depicting the ATM or POS institution processor 18 or 

subsystem 160 includes an output buffer 162, that re- 36 of FIG. 1. The institution processor 18 or 36 includes 

ceives data from the output 122 of the microprocessor a CPU 212 that includes a memory, similar to the mem- 

120; a printer mechanism 164 that receives data from 60 ory 126 included in the microprocessor 120 of FIG. 2, 

the output buffer 162 A printer ejector 166, also in- and also an ALU, similar to the ALU 128 included in 

eluded in the printer subsystem 160, receives control the microprocessor 120. The CPU 212 receives data 

signals from the printer mechanism 164. from an input 214 included in the institution processor 

The printer subsystem 160 allows messages retrieved 18 or 36 and transmits data to an output 216 also in- 

for the user to be sent to the output buffer 162, printed 65 eluded in the institution processor 18 or 36. 

on the paper 54 by the printer mechanism 164, and then A communications controller 220 interfaces between 

provided to the user by expelling the paper 54 through the institution processor 18 or 36 and the data communi- 

thc printer ejector. 166. Alternatively the printer subsys- cation networks 16 or 38 and the clearing house data 
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communication network 42. The communications con- then it performs a query other financial institutions 
trailer 220 includes an input buffer 222 that receives function 242. The start of the process for accessing 
transactions from the communication networks 16, 38 another institution through the query other financial 
or 42 and transmits them to the input 214 of the institu- institutions function 242 is essentially the same as for all 
tion processor 18 or 36. Similarly, the communications S existing or similar transactions processed by the ATM- 
controller 220 includes an output buffer 224 that re- /POS system 12 when the institution processor 18 or 36 
ceives transactions from the output 216 of the institution is not that of the user's financial institution. Determining 
processor 18 or 36 and transmits them to the communi- location and affiliation of the particular user's account is 
cation networks 16, 38 or 42. performed using the standard location/affiliation direc- 

In FIG. 3, a dashed line box 230 encloses a flow chart 10 tory as described above, 

of the computer program executed by the CPU 212 of From this point the transaction will be handled differ- 

the institution processor 18 or 36. The flow chart 230 ently if the message service control function is provided 

sets forth the various functions performed by the institu- by the clearing house network processor 44, or by the 

tion processor 18 or 36 which are uniquely required for user's financial institution processor 46. Once the trans- 

the operation of the electronic mail system 10. As de* 13 action is processed for local functions, and the destina- 

picted in the flow chart 230, the first operation per- tion affiliation is identified, the transaction moves into 

formed for every message transaction processed by the the standard insert message into output function 238 for 

institution processor 18 or 36 is a log transaction for transmission to the clearing house network processor 

recovery function 232. The log transaction for recovery 44. The insert message into output function 238 for- 

function 232 is a standard function executed by the 20 wards the transaction to the appropriate destination, 

institution processor 18 or 36 of various different ATM- depending on where message service control function 

/POS systems 12 in processing standard ATM or POS occurs for this transaction. The institution operating 

transactions. The only change needed in the log transac- each ATM/POS system 12 may choose where it wishes 

tion for recovery functions 232 on existing ATM/POS to process message transactions for users being served 

systems 12 to accommodate the operation of the elec- 25 by its terminals 22, 24, 26, 28 and 34 if alternative mes- 

tronic mail system 10 is adding new record formats for sage service control functions exist, 

message transactions to those already established for The standard receive messages or timeout function 

ATM or POS transactions. 252 already performed by existing ATM/POS systems 

If the message transaction received by the institution 12 need only be modified to handle all norma] message 

processor 18 or 36 is from a user at one of the terminals 30 transactions for the electronic mail system 10. After the 

22, 24, 26, 28 or 34 seeking initial access to the elec- transaction has been processed by the receive messages 

tronic mail system 10, the computer program performs or timeout function 252, it then proceeds to a format 

a validate user function 234. The validate user function messages for terminal function 254 that performs the 

234 is an existing capability included in all ATM/POS formatting required for messages of the electronic mail 

systems 12, though it is not always identified by a sys- 35 system 10. The format messages for terminal function 

tern or function name similar to that used here. This 254 uses information provided by the message service 

standard function remains essentially as it presently control function, the user's account profile, and the 

exists on the current ATM/POS systems 12, but new store and forward message switch 52 to format the 

message oriented transaction types must be added to the message for presentation to the user at the specific ter- 

present valid formats to support the electronic mail 40 minal 22, 24, 26, 28 or 34 now serving the user, 

system 10. If the particular institution processor 18 or 36 The response as prepared by the format messages for 

that receives a user validation request from one of its terminal function 254 is then transferred to a transmit 

terminal 22, 24, 26, 28 or 34 is able to verify the user's response to terminal function 256 that is a standard 

authority to access the electronic mail system 10 with- function already performed by the institution processor 

out communicating with the clearing house network 45 18 or 36. The present transaction and data exchange 

processor 44, then the institution processor 18 or 36 protocol performed by the transmit response to termi- 

performs a format external message request function nal function 256 need be modified from that on existing 

236- ATM/POS systems 12 only to the extent necessary to 

The format external message request function 236 process the message transaction formats unique to the 

handles the special processing associated with message 50 electronic mail system 10. The transmit response to 

transactions that are unique to the electronic mail sys- terminal function 256 transfers the formatted data to the 

tern 10. After the format external message request func- insert message into output function 238 for transmission 

tion 236 has been performed and the destination affilia- to the appropriate one of the terminals 22, 24, 26, 28 or 

tion is identified, the transaction will be moved into the 34. 

normal transaction processing by performing an insert 55 Once the user has entered a valid PIN and has been 

message into output function 238. The insert message approved by the system, multiple transactions can be 

into output function 236 forwards the transaction to the carried out without the need to reenter a PIN and be 

appropriate destination which depends on where the re-approved by the system. 

message service control function processing occurs for As will be appreciated by those skilled in the art, the 
this transaction. Specifically, the format external mes- 60 ATM/POS system of the present invention will make 
sage request function 236 puts information in the proper use of the standard error functions currently available 
format with the. necessary structural parameters to on ATM/POS networks in the prior art. Such error 
allow continued processing by the ATM or POS net- functions and handling, including the new and unique 
work. This type of function is common in all state of the error handling functions necessary for the present in- 
art ATM and POS networks. 65 vention are described in more detail below. 

If the particular institution processor 18 or 36 that Security for the electronic mail system 10 is accom- 
receives a user validation request is unable to verify the plished by the same technique as that normally em- 
user's authority to access the electronic mail system 10, ployed for ATM and/or POS terminals in ATM/POS 
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systems 12. Specifically, security comes from the re- and screen 154 of the terminal 22, 24, 26, 28 or 34 that 
quirement that a user enter a debit/credit card 48 and allows the user to select from a menu of choices. These 
security code for each transaction, or by relying on the choices constitute either additional menus of more de- 
ATM's ability to retain such information once it has tailed choices, or specific transactions to create or re- 
been validated is a preceding transaction. After this 5 trieve messages. The organization of the electronic mail 
user security information has been transmitted to the system 10 allows certain frequently used transactions to 
appropriate institution processor 18, 36 or 46 for verifi- be invoked directly and other transactions to be se- 
cation, that processor's normal error or acceptance lected after the display of additional menus. The user 
procedure occurs. If there* is an error, or the user's indicates the desired action either by pressing keys on 
logon is invalid, the existing normal error process and 10 the keyboard 144, by writing on the pen pad 146 or by 
messages occur. pressing specific function keys 138. 

If the user is authorized to access the electronic mail The following list of three menu options are set forth 
system 10, a Transaction Authorization number is ere- here as examples for pedagogical reasons without any 
ated for the transaction in the same fashion as for all implication that they are either a specific or a complete 
other ATM/POS financial transactions, and processing 15 set of options that must be provided in implementing the 
is allowed to continue. The Transaction Authorization electronic mail system 10. 
number that is generated for system security purposes in creating messages 
the operation of the electronic mail system 10 uses the retrieving/reading messages 
standard algorithm and process presently used in ATM- responding to messages 
/POS systems. That Transaction Authorization number 20 

serves the same purpose for message transaction as for Message Entry 

all other types of transactions occurring in ATM/POS When creating messages the user must compose the 

systems 12. text of the message. Options for creating a message 

The basic audit trail and recovery oriented processes include, but are not limited to, selecting from pre-coded 
in the ATM/POS network are not disturbed by the 25 or pre-defined messages using menus as described previ- 
modiTications needed to operate the electronic mail ously. Messages appearing on the display screen 152 
system 10. A major advantage of adding the electronic and on the instruction panel and screen 154 assist the 
mail system 10 to existing ATM/POS networks in com- user in understanding the choices and how to use them, 
parison with alternative systems is their relative security The messages displayed on the display screen 152 and 
due to their existing audit and recovery controls, 30 on the instruction panel and screen 154 include 14 fill-in- 

As described previously, user access to the electronic the-blank" areas which allow the user to customize 
mail system 10 is accomplished through interaction standard messages. The types of standard pre-coded 
with one of the terminal 22, 24, 26, 28 or 34. The actual "fill-in-the-blank" messages which may be invoked by a 
interface that the user experiences may vary from termi- menu option include, but are not limited to: 
nal to terminal within a single ATM/POS system 12 35 identification messages, telling who called, affiliation, 
and may also vary among various ATM/POS systems the subject of the call, and how to contact them; 
12. The actual interface presented to the user depends travel messages, describing characteristics of travel 
upon the particular programs executed by the various such as arrival/departure time, location I.D. (City, 
processors including those executed by the micro- State, Country, or Institution such as hotel or busi- 
processor 120 for controlling the terminals 22, 24, 26, 28 40 ness), carrier and the like; 

and 34 shown in FIG. 2, and the operating system and confirmation messages, confirming such things as stock 
application software of the institution processor 18 or or bond sales or purchases, approval of reservations, 
36 shown in FIG. 3. The basic interaction of these sys- and similar activities; and 

terns and the additional implications of the data commu- calendar messages, messages to be sent back to the user 
nication networks 16, 38, 42, 62, 64 that link them is well 45 about scheduled time commitments or actions to be 
known as it already forms the process by which ATM- performed, either entered by the user or others, such 
/POS systems 12 perform their existing ATM/POS as a secretary or travel bureau with user granted 
financial functions. authority to do so. 

When the terminal 22, 24, 26, 28 or 34 is enabled to Another menu or instruction option provides selec- 
allow the user to select a transaction after the user has 50 tion of a broader range of "pre-coded" messages from a 
been allowed access to the electronic mail system 10, credit, debit, plastic. or similar type of card 48 that in- 
the present invention presents the user with a new op- eludes a memory and/or a computer. Such cards 48 
tion in addition to those previously provided by the may include user specific special messages that can be 
ATM/POS system 12, that is, the electronic mail capa- read into the terminal 22, 24, 26, 28 or 34. These types 
bility of the system 10. The electronic mail service 55 of messages will have the same "fill-in-the-blank" for- 
choice guides the user through a sequence of steps that mat as the normal "pre-coded" messages of the ATM- 
allows the creation or retrieval of messages. The elec- /POS system 12. 

tronic mail system 10 also automatically notifies users if The "fill-in-the-blank" messages are typically corn- 
messages are waiting for them, without any action re- pleted using the keyboard 144 of the terminal 22, 24, 26, 
quired other than the user accessing the ATM/POS 60 28 or 34. An alternative is using the pen pad 146 or the 
system 12 through the terminal 22, 24, 26, 28 or 34. The OCR subsystem 170 for both alphabetic and numeric 
electronic mail system 10 may automatically display "fill in the blank" message formats, 
certain types of emergency or high priority messages Another alternative, the composition and entry of 
without the user requesting such display through the complete or complex messages is achieved by scanning 
terminal 22, 24, 26, 28 or 34. 65 the written message 56 with the OCR subsystem 170, or 

Whichever option a user selects, i.e., creation of a by hand written, or printed entry on the pen pad 146. 
message or retrieval of a message, a display appears on After the message has been scanned by the OCR subsys- 
either the display screen 152 or on the instruction panel tern 170, using the keyboard 144 or the pen pad 146 the 
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user can correct or improve the message as read. Status The characteristics and components of menus and 

or error conditions in the OCR subsystem 170 are re- options on the various information displays described 

ported through the various display methods previously above allow the user to create messages or to retrieve 

described. waiting messages, and is a unique improvement to the 

A final form of capturing messages, or identifying the 5 existing capabilities of the ATM/POS subsystem 14, 

intended" recipient of a message, is to employ a memory All of the entry techniques can be co-mingled with 

card 48 or access card 48 with on board processing the memory or processor card options to provide great 

capabilities that stores pre-recorded messages or data flexibility in the creation, direction and processing of 

bases from which messages can be created, and/or a messages and responses. The memory and processor 

directory of individuals to whom messages can be sent. 10 cards 48 can also be used to capture the addressing and 

Such a card 48 is inserted in the debit or credit card text of messages sent to a user, including information 

reader 136 and a display of various options appears on concerning the user's calendar or schedule of activities 

the display screen 152. The user then chooses among which can be used to update records in a data base 

various options using the entry techniques already de- housed in memory on such a card 48. Other special 

scribed to indicate which individuals and messages are 15 types of messages can also be created to update specific 

desired, and how they are to be associated and further associated data bases in memory on such cards 48. 
processed. 

The user has the option of addressing the message Message Errors 
before or after the message text is composed. When When errors are encountered, the normal processing 
addressing the message the user can either enter an 20 for the type of the terminal 22, 24, 26, 28 or 34 in use 
addressee mailbox code directly or select an address will be followed. For errors that cannot be corrected at 
from a directory of frequently used message destina- the terminal 22, 24, 26, 28 or 34, the ATM/POS subsys- 
tions stored in a memory or "smart" card 48. At the tern 14 clears all status and waiting actions and then 
user's option, addresses may be validated before mes- resets, rejecting all further attempts to process the erro- 
sage transmission. The electronic mail system 10 also 25 neous transaction. In addition, the normal timeout inter- 
allows entry of addresses through the keyboard 144, the val for handling problems such as the occurrence of a 
pen pad 146, or the OCR subsystem 170. After compos- network error remains the same, 
ing the message text and addressing it, message creation 

is complete. St0IC Forward Message Switch 52 

Mmmoa n^tr,v« a i ™a p~^„«- 30 FIG - * is a combined block diagram and flow chart 

Message Retrieval and Response ^ st0fe ^ forward switch ^ Qf 

The user can also direct the system to retrieve mes- FIG. 1. The store and forward message switch 52 in- 

sages addressed to the user. By interacting with the eludes a CPU 312 that includes a memory, similar to the 

terminal 22, 24, 26, 28 or 34 through the keyboard 144 memory 126 included in the microprocessor 120 of 

and the function keys 138, retrieved messages appear on 35 FIG. 2, and also an ALU, similar to the ALU 128 in- 

the display screen 152 of the terminal 22, 24, 26, 28 or eluded in the microprocessor 120 The CPU 312 re- 

34. A user may choose to have the printer subsystem ceives data from an input 314 included in the store and 

160 print a message on the paper 54, The keyboard 144 forward message switch 52 and transmits data to an 

or the pen pad 146 may be used to control the message output 316 also included in the store and forward mes- 

appearing the display screen 152 to allow display of 40 sage switch 52. 

sender/source associated information, the text, or se- A communications controller 320 interfaces between 

lected portions of such information if the screen cannot the store and forward message switch 52 and the data 

display all of the information at once. communication networks 42 or 64. The communica- 

The user responds to messages in a manner similar to tions controller 320 includes an input buffer 322 that 

composing messages. A response may be sent to the 45 receives transactions from the communication networks 

original sender, or to new addressees, or both. The 42 or 64 and transmits them to the input 314 of the store 

response message is created by the same addressing and and forward message switch 52. Similarly, the commu- 

coraposing steps as creating any other message, but a nications controller 320 includes an output buffer 324 

response includes additional information about the orig- that receives transactions from the output 316 of the 

inal message unless the user intentionally deletes such 50 store and forward message switch 52 and transmits 

information. them to the communication networks 42 or 64. 

To identify each message for operational and finan- In FIG. 4, a dashed line box 330 encloses a flow chart 

cial purposes, an additional message reference number of the computer program executed by the CPU 312 of 

may be added by the terminal 22, 24, 26, 28 or 34, by the the store and forward message switch 52. The flow 

institution processor 18 or 36, or by the processor 18, 36 55 chart 330 sets forth the various functions performed by 

or 44 providing the message service control function to the store and forward message switch 52. The specific 

messages being retrieved from the store and forward functions depicted in the flow chart 330 support the 

message switch 52, or being stored there. If the message electronic mail system 10 of the present invention and, 

comes from an E-Mail system outside the electronic illustrate the interrelationship between the electronic 

mail system 10, that system's E-Mail reference number 60 mail system 10 and external store and forward or E- 

can be used on messages stored into the store and for- Mail systems and the communication networks 42 and 

ward message switch 52. Furthermore, a system cross 64. The functions depicted in the flow chart 330 also 

reference number may be added if necessary to meet specifically depict the message editing, capture, storage 

network controls. Such a message reference number and forwarding capabilities and functions of the elec- 

may serve the function of identifying each message for 65 tronic mail system 10. It will be understood by those 

operational and financial purposes, and thereby link skilled in the art that the functions performed by the 

printed or control documentation to the billing state- store and forward message switch 52 that are needed to 

ments that are created by the system. support the electronic mail system 10 of the present 
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invention can be developed as a completely new sys- 
tem, or can be obtained by modifying an existing E-Mail 
or Store and Forward Message Switch system (includ- 
ing its various local and remote components) to perform 
the required message handling functions. 
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mation are being transmitted to the user. This update 
permits error recovery if validation of message delivery 
is not received back from the terminal 22, 24, 26, 28 or 
34. After performing the flag message status function 
342, the store and forward message switch 52 performs 
an insert message into output function 344. The insert 
message into output function 344 transmits the message 
to the message service control function on the clearing 
house network processor 44 for delivery to the terminal 


Communications with the Store and Forward Message 
Switch 52 

The first function performed by the store and for- 
ward message switch 52 in processing a transaction is a 10 22, 24, 26; 28 or 34 servicing the user, 
validate ID. and password from the financial institution 
function 332. The validate LD. and password from the 
financial institution function 332 is compatible with the 
message service control function performed by the 
clearing house network processor 44. The validate I.D. 15 
and password from the financial institution function 332 
allows the store and forward message switch 52 to iden- 
tify message service users with the transmission of a 
minimal amount of information about the user that is 


Message Transmission 

If a transaction specifies that the user is transmitting a 
message, then after the store and forward message 
switch 52 performs the origination or retrieval function 
334 it performs a validate destination I.D. function 35Z 
The validate destination I.D. function 352 determines 
the desired destination for the message. This destination 
can be within the store and forward message switch 52 


extracted from their debit/credit card account records 20 that is providing the E-Mail capability for the electronic 
or provided by the message service control function of mail system 10, it can be any other E-Mail system con- 
the clearing house network processor 44. The informa- nected through industry Standard X.400 iinks or any 
tion so transmitted includes the user's account I.D. and other custom E-Mail to E-Mail link, or it can be a fac- 
password on the store and forward message switch 52. simile machine. After determining the proper destina- 
After the validate I.D. and password from the financial 25 tions, the validate destination I.D. function 352 routes 
institution function 332 determines that a transaction is the message to the appropriate destinations, 
for a user of the electronic mail system 10, it then per- Once the message has been routed by the validate 
forms an origination or retrieval function 334 to deter- destination I.D. function 352, the store and forward 
mine whether the user has entered a message at the message switch 52 performs a format for mailbox func- 
terminal or is requesting that any waiting messages be 30 tion 354. The format for mailbox function 354 deter- 
mines the destination mailbox type and rearranges the 
message as necessary to be acceptable for that mailbox. 
The format for mailbox function 354 takes certain en- 
crypted information about the message as originated by 
the user, possibly including data added by the message 
service control function, and decodes it into text within 
the message being transmitted. This encrypted informa- 
tion includes, but is not limited to, date, time, location of 
the terminal 22, 24, 26, 28 or 34 servicing the user, 


transmitted. 

Message Retrieval 

If a transaction specifies that the user is retrieving 
messages, then the store and forward message switch 52 35 
performs a check mailbox for messages function 336. 
The check mailbox for messages function 336 queries 
the users mailbox to determine if there are any messages 
waiting for delivery. Performing the check mailbox for 


messages function 336 includes determining the status of 40 associated information about the original message if this 


all waiting messages and their respective priorities, 
selecting the next message to be transmitted to the user, 
and adding to the message being transmitted any addi- 
tional status information to be sent to the user. 


message is a response to a prior message, and directions 
for further delivery or action by the recipient that are 
specified for this user as determined by the message 
service, control function performed by the clearing 


After performing the check mailbox for messages 45 house network processor 44 or by the user's account 


function 336, the store and forward message switch 52 
performs a format messages for ATM/POS function 
338. The format messages for ATM/POS function 338 
uses information that accompanies each message re- 
trieval request received from the message service con- 
trol function on the clearing house network processor 
44 to determine how the message should be formatted, 
and what additional information about other messages 
(such as their number, emergency nature or degree of 
priority, etc.) needs to be added to the messages being 
transmitted to the user at the terminal 22, 24, 26, 28 or 
34. Responsive to information provided to the store and 
forward message switch 52 by the message control 
function performed on the clearing house network pro- 
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records. The format for mailbox function 354 may be 
performed as part of the message service control func- 
tion if so desired. 

After performing the format for mailbox function 
354, the store and forward message switch 52 performs 
a flag message status function 356. The flag message 
status function 356 logs the message, updates the user 
E-Mail mailbox for information about the transmission 
of the message, and executes and terminates any exter- 
nal E-Mail links that were established to transmit the 
message. Alternatively, if the user has specified that the 
message's recipient is to be a facsimile machine, the 
store and forward message switch 52 accesses the public 
telephone system through the modem 76 and the fac- 


cessor 44, the format messages for ATM/POS function 60 simile transmission machine 82 to establish connection 


338 prepares each message in a format, specifically for 
the particular type of terminal 22, 24, 26, 28 or 34 pres- 
ently servicing the user. 

After the store and forward message switch 52 per- 
forms the format messages for ATM/POS function 338, 
it then performs a flag message status function 342. The 
flag message status function 342 updates records in the 
user mailbox to identify what messages and other infor- 


65 


with the desired facsimile machine to transmit the mes- 
sage. 

After completing the flag message status function 
356, the store and forward message switch 52 performs 
a return acknowledgement function 358. The return 
acknowledgement function 358 completes the message 
transmission process by providing an audit trail of suc- 
cessful transmission, or it identifies and transmits any 
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standard E-Mail errors that occurred in transmitting the 13906 l§tfflftific§^as he d line box 430 encloses a flow chart 
message after the store and forward message switch 52 oMftfiftCriBWPWer program executed by the CPU 412 of 
validated the destination I.D. by performing the vah- Jhe. cjegina -*9M$fc network Processor 44. The flow 
tinm-ft^JdhP&S?*™ 0 ** from the financial iristitution ^ 

return ^knowledgement function*? 1 ^!^^^ TTie speci^™^ ?au?*T* 

358 provides this information that is necessary for fur- functions depicted in the flow chart 430 support U^rre 701 east tower 
crecc tba\*3BNces to this user by the electronic mail system electronic mail system 10 and specifically the message thirteenth street, rw. 
e-mail UatDtttrfefcssage service control function on the clear- service control function of the present invention, vashinctok d.c. 20004 


NANCY -^ vrrTdT7 ^ network processor 44. The return acknowl 


E-^ : m^«a5^<>n 358 also constructs an appropriate 10 Standard ATM/POS .Network Functions «oa> 783-6040 

return message and the insert message into output func- The first step performed by the clearing house net- 

f'ma^S^S^ 5 ^^ ? C m ^ gC !* ck thr . 0Ugh the w ° rk processor 44 in processing message transactions is 

^^^ ^^ to**?? ftinctI0n °« the clearing house the standard validation of the account I.D. and PIN. 

network proceswr 44 for ultimate delivery to the tenni- (jhis function is not depicted in FIG. 5.) This validation 

nal 22, 24, 26, 28 or 34 servicing the user. 15 functjon to performed in the manner described above for 

Error Handling validate user function 234 performed by the institu- 

c^.un^^rj^ u t. -r , , tion processor 18 or 36. After successful validation, the 

Even though validity checks are performed on each clectronic mail 10 fa thcn authori2ed b thc 

2?^.?.^ < and request processmg lev- ^ ^ej ve / back from ^ user's financial tadtu- 

td^f ttSrT^iV* ****** and must be 20 ^ ^ ^ ^ transactions for 

handled. If the store and forward message switch 52 is ^ ^ r 0 

unable to validate a user's I.D. or password, an appro- «, v 'a *v & * * 

priate message must be generated by an error messages Wh< * H 1 C ^T^f tranSmitS * ^ 

function 362 and sent back through the message service r ^ uest ' ? on * WIth 1111 ot ^ r c ^8 

control function on the clearing house network proces- 25 P™ 6550 '" Vallda ! eS * e auth 0"^ n 

sor 44 for logging to the user's account and for transmis- ?*? bv Performmg a vahdate authorization code and 

sion to the terminal 22, 24, 26, 28 or 34 servicing the mst * utl0n After the user's authorization 

user. This logging procedure assures that the electronic ^ S va, . ldate > transaction is then logged by a 

mail system 10 can recover in an orderly manner in Iog transactl0n for recovery function 434. After the 

attempting to remedy any problem. If the check mail- 30 messa S e ^ been lo M ed for rec overy, the clearing 

box for messages function 336 determines that there are house netw <> rk processor 44 performs an identify insti- 

no messages for a user, this M no messages" condition tutl0n afriliation function 436 to identify the appropriate 

may be processed as an error through the error mes- institution to which the user's charges for using the 

sages function 362. If the validate destination LD. func- electronic mail system 10 are to be forwarded, 

tion 352 determines that the user is attempting to send a 35 Message Service Control Function 
message to an invalid destination I.D., to maximize the 

user friendliness of thc electronic mail system 10 this After the clearing house network processor 44 corn- 
type of error is handled in a manner that requires the P letes the preceding functions, the message transaction 
user to re-enter only the correct destination LD. neces- is further processed by the message service control 
sary to properly resend the message. The error mes- 40 function. Processing of transactions by the message 
sages function 362 also handles other normal E-Mail service control function on the clearing house network * 
errors with specific messages responsive to those errors processor 44 is different than the processing of other 
being transmitted to the terminal 22, 24, 26, 28 or 34 non-message service transactions such as financial trans- 
servicing the user. actions by the clearing house network processor 44. For 
. 45 each message service transaction, the message service 
Clearing House Network Processor 44 comro i f unc tion creates multiple new message retrieval, 

FIG. 5 is a combined block diagram and flow chart message transmission and/or account update transac- 
depicting the clearing house network processor 44 of tions that are required to fully perform message transac- 
FIG. 1. The clearing house network processor 44 in- tions The message service control function allows these 
eludes a CPU 412 that includes a memory, similar to the SO new transactions to be separated for sequential process- 
memory 126 included in the microprocessor 120 of tog °f the message handling transactions and of charg- 
FIG. 2, and also an ALU, similar to the ALU 128 in- ing transactions against the user's account on the user's 
eluded in the microprocessor 120. The CPU 412 re- financial institution processor 46. 
ceives data from an input 414 included in the clearing To create these multiple new transactions when a 
house network processor 44 and transmits data to an 55 message service request transaction arrives from the 
output 416 also included in the clearing house network terminal 22, 24, 26, 28 or 34, the clearing house network 
processor 44. processor 44 performs a process transaction for control 

A communications controller 420 interfaces between function 442. The process transaction for control func- 

the clearing house network processor 44 and the data tion 442 logs the existence of message service request 

communication network 42. The communications con- 60 and retains sufficient information to track the status and 

troller 420 includes an input buffer 422 that receives steps required to complete the electronic mail transmis- 

transactions from the communication network 42 and sion. Logging the message service request allows for 

transmits them to the input 414 of the clearing house orderly recovery if a error occurs during subsequent 

network processor 44. Similarly, the communications processing of the request. If account validation has not 

controller 420 includes an output buffer 424 that re- 65 previously occurred, the process transaction for control 

ceives transactions from the output 416 of the clearing function 442 invokes this process that is described previ- 

house network processor 44 and transmits them to the ously herein. The account validation process acquires 

communication network 42. information about the validity of message processing for 
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this user, and other information about service scope, made to the user's account for use of the electronic mail 

address, and the like. system 10. 

After the clearing house network processor 44 per- Error handling and correction will be performed by 
forms the process transaction for control function 442, the error function 501 which, as will be appreciated by 
it then performs a process transaction for completion 5 those skilled in the art, is well known in the state of the 
function 444. The process transaction for completion ATM/POS art and currently incorporated in available 
function 444 initiates the message service transaction(s) ATM/POS systems, 
performed by the store and forward message switch 52 TT , . 1 T • « 
as described above in connection with FIG. 4. Upon User s Fuwnc,al *■««>«*» Proc «*» « 
completion of the process transaction for completion 10 FIG. 6 is a combined block diagram and flow chart 
function 444, a process transaction destination function depicting the user's financial institution processor 46 of 
446 is carried out This function performs the proper 1. The user's financial institution processor 46 
logic and routing steps to allow processing to continue includes a CPU 512 that includes a memory, similar to 
as well known in the current state of the art in the toe memory 126 included in the microprocessor 120 of 
ATM/POS field. " FIG. 2, and also an ALU, similar to the ALU 128 in- 
After the process transaction destination function 446 cluded ™ * c microprocessor 120. The CPU 512 re- 
has been performed, the clearing house network proces- data from an ^P" 1 514 deluded in the user's 
sor 44 performs an insert message into output function financial institution processor 46 and transmits data to 
448. The insert message into output function 448 trans- ""output 516 also included in the user's financial insti- 
mits message service transactions to the store and for- 20 ^on processor 46. 

ward message switch 52 A communications controller 520 interfaces between 

When a response transaction to a message service financial institution processor 46 and the data 

transaction returns to the clearing house network pro- communication network 42. The communications con- 

cessor 44 from the store and forward message switch „ * 20 "l clude ! an m P ut 522 that receives 

52, it is processed .through the validate authorization 25 fr0m * C ^^Jfr 10 !! netw ? rk / 2 ^ 

code and institution function 432, the log transaction for ^ nsmiis thcra to thc JT l of J?* S f ™ nCial 

recovery function 434 and the identify institution affilia- Kf^Tn ^ S ' m,la t rly ' f commumcaUons 

tion function 436 to the process transaction for control COntr °" Cr 52 ° indu , dCS ™ 0Ut P Ut b ^ e / V**" T V 
r tl » t m " t . . . " ceives transactions from the output 516 of the user's 

SoT^^ ^ 30 insti ™ ion P™**" « «* them to 

. transact,on for control function 442 ^ communication J^rii 42 . 

recogmxes that it » a response to a message service fa nQ $ dashcd ^ ^ ^ { fl chart 

transacuon imtiated previously by the clearing house of thc tcr program . executed by ^ C PU 512 of 

network processor 44. The process transaction for con- ^ ^ fmancial ^^ian processor 46. The flow 

trol function 442, therefore, updates the status of its 35 charl 530 sets forth ^ f unctions formcd 5 ^ 

pnor request and then forward the transacuon to the user * s financial institution processor 46 that support the 

process transaction for compleuon function 444. Nor- electronic mail system 10, specifically the process by 

mally processing of the response to a message service which ^ are charged for thdr use of ±c electronic 

transaction by the process transaction for control func- ma ij system io. 

tion 442 satisfies the functional requirements for mes- 40 

sage transactions other than returning the message* to Identifying a Message Service User 

the terminal I 22, 24, 26, 28 or 34 servicing the user. Upon receiving a financial transaction, the user's 

However when errors, special circumstances, or com- financial institution processor 46 performs a log transac- 

plex transactions occur, additional cycles of communi- ^ for recovery function 532. The log transaction for 

canon between the clearing house network processor 44 43 rec overy function 532 provides the normal audit trail 

and the store and forward message switch 52 may be processing for financial transactions that permits recov- 

reqmred. % ery if a error occurs during processing. 

Before forwarding a message transaction to the termi- Thc validate user function 534 will validate the user's 

rial 22, 24, 26, 28 or 34, the process transaction for com- account number and determine whether the user has a 

pletion function 444 initiates a financial transaction to 50 message on the system. 

charge the user for services provided by the electronic if the ATM/POS system 12 transmits a message initi- 

mail system 10. This financial transaction is processed in a ii on an d account verification transaction directly to 

the same manner as other financial transactions from the the user's financial institution processor 46 via the user 

ATM/POS system 12 that pass through the clearing authorization data communication network 62, then a 

house network processor 44. 55 format external message request function 536 handles 

When the acknowledgement returns from the user's the special processing associated with the new message 

financial institution processor 46, the message service transaction types. This processing performed by the 

request will be closed out by the process transaction for format external message request function 536 is similar 

control function 442. After the process transaction for to the processing described above if the terminal 22, 24, 

control function 442 closes the message service request, 60 26, 28 or 34 servicing the user is attached to the user's 

the process transaction for completion function 444 financial institution processor 46. However, when the 

transmits the message back to the terminal 22, 24, 26, 28 terminal 22, 24, 26, 28 or 34 servicing the user is differ- 

or 34 servicing the user. The return transaction to the ent from the user's financial institution processor 46, the 

terminal 22, 24, 26, 28 or 34 includes either the status of user's financial institution processor 46 must communi- 

the messages entered by the user or the messages (if 65 cate information to the message service control function 

any) that have been retrieved from the store and for- on the clearing house network processor 44 to identify 

ward message switch 52. The return transaction to the . both the institution processor 18 or 36 and the store and 

terminal 22, 24, 26, 28 or 34 also indicates the charges forward message switch 52 that are to be involved in 
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responding to this user's requests, including the user's pletion function 546 closes out processing on the user's 

account I.D. and password on the store and forward financial institution processor 46 and, through the insert 

message switch 52. There are two different ways in message into output function 538, transmits a transac- 

which the user's financial institution processor 46 may tion acknowledging successful completion to the mes- 

provide this information. 5 sage service control function on the clearing house 

One option will be to transmit forwarding identifica- network processor 44. 
tion information through the format of the transaction 

in order to minimize the processing differences. When a Correcting Billing Errors 
message transaction is identified it will be forwarded If the message service control function on the clear- 
through the network and processed by message service 10 ing house network processor 44 is unable to deliver 
control function, communicating specific account re- messages to the user at the terminal 22, 24, 26, 28 or 34, 
lated information necessary to provide the messaging either a credit or a reversal of charges must be pro- 
sc C VI 5r , . cessed by the electronic mail system 10. This circum- 
in the second alternative, the message service control stance is handled as an error transaction and processed 
function is associated with the clearing house data com- 15 by an errors function 552 on the user's financial instttu- 
mumcation network 42. In this second alternative, the tion processor 46. The user's financial institution pro- 
response to an account query comes from the format cessor 46 will provide all appropriate logging and con- 
external message request Amotion 536 performed by the trois as described above to audit such a problem. After 
msmution processor 18 or 36, and the transaction is not prop e r validation of the circumstances, a process ac- 
further processed by the message service control func- 20 coun t debit function 554 updates the appropriate re- 
%Lto InitTZ* \ network processor 44, but co rds t0 rcverse ^ ^ ^ ^ ^ been 
SS^SS t V CqUCSt ° * ^.^S house net- recorde d for the failed transmission. After the process 
work processor 44 for account validation. This second account debit function 554 has reverscd & 
alternative may be chosen by organizations that wish to ^ function 552 sends a transaction i ndic atf n g 

^^^^^^^^ g the Clearin ^ house network processor 44 through the 

J^t^^^lS^ 3 ™" 10 i A " ° ther OTOrs ^ handled by the error function 

sys H J£ the m f ^ ^rvice control curTently availa51e on state of ATM/POS 

function handles all further control relationship with 30 tems ^ prev i ously described. . 
the appropnate institution processor 18 or 36 and the 

store and forward message switch 52. The appropriate MESSAGE SERVICE FLOW 

debit or credit to the user's account is the only further t^o*;™ ««t« vr*;i c,~f in 

ttansaction required between the clearing house net- Log * 1 * ° nt ° thc Elcctromc MaJ Svstem 10 
work processor 44 and the user's financial institution 35 Th e process or receiving or sending a message is 
processor 46. initiated by a user entering the debit or credit card 48 
-~ A third alternative allows billing to be associated mto the terminal 22, 24, 26, 28 or 34 of the ATM/POS 
with the user's account on the store and forward mes- system 12 included in the electronic mail system 10. 
sage switch 52. Under such circumstances, the user's After the user enters his PIN or otherjecurity pass- 
financial institution processor 46 merely validates the 40 word, the terminal 22, 24, 26, 28 or 34 captures all data 
user's account I.D. and password on the store and for- about user identification, security, and the user's desire 
ward message switch 52. In any case, after such pro- t0 retrieve or enter messages. The information captured 
cessing the insert message into output function 538 then by the terminal 22, 24, 26, 28 or 34 passes through the 
take over placing the message into a condition for ap- institution processor 18 or 36 directly to the clearing 
propriate output from the system. This function, as will 45 house network processor 44 via the clearing house data 
be appreciated by those skilled in the art, is currently communication network 42. To obtain authorization for 
available on ATM and POS systems. Such function will the user to use the electronic mail system 10, the mes- 
be used in the system of the present invention. sage service control function on the clearing house 
R .„. , TT network processor 44 requests such authorization from 
Diuing tne user JQ the user . s fi nancia i institution processor 46. 

After messages have been processed by the store and When the user's financial institution processor 46 
forward message switch 52 and are ready to be returned receives a request seeking authorization for one of its 
to the terminal 22, 24, 26, 28 or 34 servicing the user, the user to use the electronic mail system 10, it interrogates 
message service control function on the clearing house that user's account records. If the user's account re- 
network processor 44 transmits the financial transaction 55 cords indicate that the user is allowed to use the system, 
to the user's financial institution processor 46. The log the user's financial institution processor 46 transmits a 
transaction for recovery function 332 on the user's fi- transaction back to the message service control function 
nancial institution processor 46 logs this financial trans- on the clearing house network processor 44 authorizing 
action and forwards it to a receive message charges use of the electronic mail system 10. Once the message 
function 542 for further processing. The receive mes- 60 service control function on the clearing house network 
sage charges function 542 identifies the charges and processor 44 receives authorization from the user's fi- 
formats them for updating the user's account records. A nancial institution processor 46, the message service 
process account debit function 544 uses the information control function handles all further control relation- 
prepared by the receive message charges function 542 ships with the appropriate institution processor 18 or 36 
to update all appropriate records by entering the users 65 and with the store and forward message switch 52. 
charges, and to create an audit trail of the .financial Upon being authorized to use the electronic mail 
transactions. After the financial records are updated and system 10, the user is notified , if there are any messages 
the audit trail created, a process message service com- waiting for him on the store and forward message 
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switch 52. At this time the user is prompted to "read" 
his mail, and is allowed to respond to each messages. 

Retrieving a Message 

The message service control function of the clearing 
house network processor 44 also transmits debit or 
credit transactions to the user's financial institution 
processor 46. 

Transmitting a Message or Response 

The message service control function of the clearing 
house network processor 44 also transmits debit or 
credit transactions to the user's financial institution 
processor 46. 

SUMMARY OF SYSTEM OPERATION 

This section of the application will provide an over- 
view and summary of the system operation. This sum- 


26 


10 


15 


OPERATING THE TERMINAL 
Selecting The Message Options 

When the user is asked to "select transaction", a new 
option provided by this invention on the ATM/POS 
terminal screens will guide the user into a sequence that 
will allow the creation or retrieval of messages through 
the functions provided. It will also automatically notify 
users of the message service if messages are waiting for 
them, without any action required other than the user 
logging on to the ATM/POS terminal, as described 
above. It can also allow certain types of emergency or 
high priority messages to be automatically displayed. 

Whichever option is selected, creation or retrieval 
will cause the terminal system to display on screen 52 or 
panel 154 further options from which to select. These 
options will constitute either menus or more detailed 
choices of specific transactions that will create or re- 


mary will assume the readers knowledge of the details 2 q trieye messages. The preferred construction will allow 

certain frequently used transactions to be invoked di- 
rectly and other transactions to be selected after further 
menu display. The user may indicate the desired action 
by pressing keys on the keyboard 144, writing on the 
is initiated by a user entering a debit or credit card into 25 pen/pad 146 or pressing specific function keys 138. 
the terminal 22, 24, 26, 28 or 34 of an institution con 


described at length above. 

Logging On To The System 
The process of receiving or sending a communication 


nected to the system. After the user enters a personal 
identification number ("PIN") or other security pass- 
word, the terminal captures all data about identification, 
security and the desire to retrieve or enter messages. 

The transaction authorization number generated for 
system security will utilize the standard algorithm and 
process used for all transactions in these ATM/POS 
networks. It will serve the same purpose for this type of 
transaction as for all other transactions. 

The information passes through the local information 
processor which communicates indirectly through the 
clearing house network processor 44 via an associated 
ATM or POS processor 18 or 36, and appropriate data 
communication network, to the user's financial institu- 
tion processor 46. 

Identifying a Message Service 

Information about the user's message I.D. is retrieved 
from his account in the user's financial institution pro- 
cessor 46. 

When a transaction for message initiation and ac- 
count verification is transmitted to the user's financial 
institution processor 46 to invoke approval for the mes- 
sage service control function then the format external 
message request function 236 will handle the special 
processing associated with the new message transaction 
types, after the log transaction for recovery function 
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Creating Messages 

When creating messages a key function is composing 
the text. Options for selecting from pre-coded or pre- 
defined messages will be provided through the tech- 
niques described earlier, and the user will be assisted by 
the simultaneous use of the display screen 152 and the 
instruction panel 154 to aid in understanding the choices 
and how to use them. These messages may include 
"fill-in-the-blank" areas to allow the message to be cus- 
tomized. 

Another menu of instruction option will allow selec- 
tion of a broader range of "pre-coded" messages from 
an optional magnetic card which may have on board 
memory or an on board processor. Such a card can 
include user specific special messages that can be pulled 
into the ATM/POS terminal. These messages may have 
the same M fill-in-the-blank" capability as the terminals 
normal "pre-coded" messages. 

The "fill-in-the-blank" messages will normally be 
completed using the numeric key pad of the ATM/POS 
terminal. Another option is to allow use of the pen pad 
146 or an optical character reader (OCR) for both al- 
phabetic and numeric "fill-in-the-blank" capability. 

The composition and entry of complete or complex 
messages may be accomplished by optical character 
recognition scanning of the message, or by hand written 
entry on a pen pad such as pen pad 146. 
The user will have the option of addressing the mes- 


232 performs its normal audit trail and recovery pro- „ sage before or after the message text is composed. When 


cessing. 

After it is determined that the user is approved for the 
service, the message service control function will han- 
dle all further control relationships with the appropriate 
terminal control processor and the store and forward go 
message switch 52, and the debit or credit to the user's 
account will be the only required additional function of 
the user's financial institution processor 46 and related 
components. 

The ATM/POS user will be told in response to the 65 
logon prompt if messages are waiting. When this func- 
tion is invoked, he will be prompted to "read" his mail, 
and allowed to respond to each message, if desired. 


addressing the message, the user can either enter the 
addressee mailbox code directly or use a magnetic card, 
as described above, which includes an on board direc- 
tory of message destinations that are used frequently, 
and select from these. At the user's option, addresses 
may be validated before message transmission. Ad- 
dressee information may also be captured through the 
pen pad 146 or the OCR. After composing the message 
text and addressing it, message creation is complete. 

Retrieving And Reading Messages 

The user can also direct the system to retrieve mes- 
sages-addressed to the user's mailbox. By interacting 
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with the terminal through its keyboard and function 
keys, the messages retrieved are displayed on the video 
display of the terminal At the user's option, each mes- 
sage may be printed out by indicating the desired action 
through the appropriate keys. Reading of a message can 
be controlled through use of the keyboard and function 
keys. 

Responding To Messages 

The user responds to messages through a process 
similar to composing messages, with the only variation 
being that addressing the message is a modified process. 
Response may be to the original sender, or to new ad- 
dressees, or both. The response message is created by 
the same addressing and composing steps as creating 
any normal message. The composing actions are identi- 
cal to the composing actions during creating a message 
as described above. 
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Complex Message Techniques 20 

All of the above entry techniques can be combined 
with the magnetic card options as described above to 
provide great flexibility in the creation and direction of 
messages. The magnetic card can also be used to cap- 25 
lure the addressing and text of messages sent to the user, 
and particularly information about the calendar or 
schedule of activities which can be used to update re- 
corded records. Other special types of messages can 
also be created to update specific associated data bases 39 
stored on the magnetic card. 

In addition, it is contemplated that messages may be 
sent and retrieved through a touch tone telephone. 
Messages may be sent by calling the messaging system 
automated terminal which is part of the system and has 35 
access to the network. The automated terminal may 
include a voice response unit and/or a modem with an 
associated touch tone decoder. The voice response unit 
and modem combination would attend the call and the 
touch tone decoder would translate the user responses 40 
through a touch tone pad of a standard touch tone tele- 
phone. These decoder signals would be used to commu- 
nicate with an associated computer to send and store 
messages on the system as previously described for on 
ATM or POS terminal. 

In addition, both sending and receiving of messages 
may take place through a fully automated computer 
operator. Such a system may function through use of a 
telephone touch tone pad or may be operated solely 
through user voice activation and a synthesized human 
voice controlled by the automated operator. This 
would allow messages to be both sent and received over 
standard telephone lines. 

While these automated functions are not specifically 
illustrated in the drawings, it is contemplated that such 
an automated system would reside as a node similar to 
the service bureau and be entered via telephone, such as 
telephone 84. 

MESSAGE TRANSACTION FLOW 60 

Starting Message Service Control 

When transmitted to the ATM Institution processor 
by the micro-processor of the ATM/POS terminal in 
response to completion of the user entry at the terminal, 65 
the message transaction will be formatted for transmis- 
sion through the network. The message service control 
function will direct the message in accordance with 
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normal system requirements, but using the new transac- 
tion types and transaction formats. 

Invoking the message service control function will be 
accomplished by the format external message request 
function 236. This process will handle the special pro- 
cessing associated with the new message transaction 
types. 

The destination will be identified using a location/af- 
filiation directory. Information for the message service 
control function will be encoded and included in the 
message including an identification of the terminal loca- 
tion, date, time and other information that becomes an 
associated part of the message function and its audit 
trail. This information is used by both the message ser- 
vice control function and the store and forward mes- 
sage switch or equivalent E-Mail system. 

Liking The Message Switch To The Message Service 
Control Function 

The link between the revised validated I.D. and pass- 
word from bank process 405 and the message service 
control function of the clearing house network adds the 
validation necessary for the new service. This added 
validation will allow the store and forward message 
switch 52 to identify system users and their password by 
transmission of a minimal amount of information about 
the user as extracted from their debit/credit card ac- 
count records or from message service control function 
including their E-Mail account I.D. password or PIN. 
When the store and forward message switch 52 has 
identified the user as system user, it is then determined 
by the origination or retrieval function 334 whether the 
user has entered a message at the terminal, or is request- 
ing that any mail waiting be transmitted. The appropri- 
ate control process will then be selected. 

Retrieving Messages From The Users Mailbox 

When information that the user is approved is passed 
back to the message service control function from the 
clearing house network processor 32, message service 
control function then query's the store and forward 
message switch 52 for information held in the user's I.D. 
account or mailbox in that system. 

If the process required is message retrieval, then the 
check mailbox for messages function 336 will process 
the users mailbox to determine if there are any messages 
waiting for delivery, it will determine, what status exists 
for all messages, determine priority, and select the next 
message to be sent. In addition the check mailbox for 
messages function 336 will determine what other status 
information needs to be appended to the communica- 
tion back to the user. 

The format messages for ATM/POS function 338 
will then use information from the message service 
control function, sent along with the retrieval request, 
to determine how the message should be formatted, and 
what associated information about other messages (such 
as their number, emergency nature or degree or prior- 
ity, etc.) needs to be attached to the actual messages 
being returned. The formatting will be specific to the 
type of terminal that message service control function 
informs the store and forward message switch 52 is 
being used by the user. 

The flag message status function 342 will then update 
records in the user mailbox to identify what is being 
transmitted to the user. This update will also allow for 
error recovery if validation of delivery is not received. 
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The insert message into output function 344 will then The flag message status function 356 will log the 
transmit the message back to the message service con- message, update the user E-Mail mailbox for informa- 
trol function for delivery to the ATM/POS terminal tion about the transmission of the message, and execute 
where the user is located. and terminate any external E-Mail links that were estab- 

A group of messages (one transaction) are then 5 lished for transmission purposes, 
passed back to the terminal at which the user has en- The return acknowledgement function 358 will corn- 
ered bis request by the message service control func- plete the process by communicating back to the mes- 
tion. The store and forward message switch 52 updates sage service control function the audit trail of successful 
a status code for messages delivered to indicate that transmission, or identify and transmit any standard E- 
they have been sent and are awaiting further instruc- 10 Mail errors that were encountered in transmission, after 
tions from the user as to final disposition. . the destination I.D. was validated. 

The message service control function will process the The appropriate return message will be constructed 
response, and return the result to the processor for the and the insert message into output function 344 will 
ATM or POS terminal where the user is located. This then transmit the message back to the message service 
returned transaction will be logged by the log transao 15 control function for delivery to the ATM/POS termi- 
tion for recovery function 232, exactly as all other traf- nal where the user is located, 
fic within the ATM/POS network. 

The receive messages or timeout function 252 will COMPLETION OF MESSAGE PROCESSING 
process the returning transaction. This standard func- Final Transmission to the Terminal 

tion will be modified to handle the message transactions 20 _ „ , . . L . 

for all normal transaction functions, and then route At the P oult when the final transaction is being sent 
them to format messages for terminal function 254 for t0 the termmaJ . idling will be different than 

the new handling needed. This process will take infor- other ^ s of transactions that are either financial or 
mation from the message service control function, the non-financial but not a message service transaction, 
user's account profile, the E-Mail system or store and 25 ^ functions to handle this include the process trans- 
forward message switch 52 as required and format the actl0D for contro1 f™ cti ™ 442 ™& process transac- 
information to be handled by the specific terminal from tion for completion function 444. The imtial processing 
which the user originated the transaction. ^urs when the transaction comes from the terminal. 

Formatted responses will then be fed to the user's This causes process transaction for control function 442 
terminal in association with the capabilities of the termi- 30 t0 lo « existence of a message service request, and 
nal, by forwarding them to the transmit response to retain enough information to keep track of the further 
terminal function 256, a standard process for these net- handling needed. 

works. The interaction with the terminal will be modi- T^c process transaction for completion function 444 
fied to accept the new message transaction types re- then initiates the first type of the transaction required, 
quired by the present invention. 33 ^ e non-financial transaction routed to the store and 

forward message switch 52 to capture the E-Mail mes- 

Sending Messages To a Mailbox from a Terminal sages that exist, or to send the messages entered by the 

When information that the user is approved is passed which has been described earlier, 

back, to the message service control function by the When the transaction -response returns it passes 
clearing house network processor 44, the message ser- 40 through the normal validation, logging, and identifica- 
vice control function then notifies the store and forward tion processes. The process transaction for control will 
message switch 52 of messages that have been created tfl en recognize that it is a response to its initiated trans- 
fer delivery to other mailbox holders within the system, action, it will update the status of the request and for- 
or within its addressing window. ward the information to the process transaction for 

If the process required is origination of messages, 45 completion function. Normally this will satisfy the func- 
then the validate destination I.D. function will deter- tional requirements for processing the non-financial 
mine the destination of the message desired. This desti- transactions. However, when appropriate due to errors, 
nation can be within the store and forward message special circumstances or complex transactions, addi- 
switch 52 that is providing the E-Mail capability for the tional cycles of communicating with the store and for- 
system or it can be any other E-Mail system connected 50 ward message switch 52 may be required, 
through industry Standard X.400 links, or any other The process transaction for completion function 444 
custom E-Mail to E-Mail link, or an external fax ma- then initiates the financial transaction to enter charges 
chine or modem. This will be determined and the ap- to the user account. This will adhere to the normal audit 
propriate routing to the E-mail destination mailbox or controls of the ATM/POS financial network for mone- 
location established. 55 tary transactions. 

The format for mailbox function 354 will determine The log transaction for recovery function 434 pro- 
the destination, mailbox type and rearrange the message vides the normal audit trial processing for this financial 
as necessary to be acceptable for that mailbox. It will transaction, and the type of transaction causes further 
include taking certain encrypted information about the processing by the receive message charges function 542. 
message as originated by the user, and data added from 60 Charges will be identified and formatted for update to 
the message service control function, and turn it into the account records of the user. The process account 
text within the message being transmitted. This infor- debit function 544 updates all appropriate records to 
mation will include, but not be limited to, date, time, indicate the users charges, and creates the audit trail 
location of user or terminal, associated information required by the system. The process message service 
about the original message if this is itself a response, and 65 completion function 546 closes out processing on the 
directions for further delivery or action by the recipient user's financial institution processor 46 and transmits 
that are user specific as identified by message service acknowledgement of the success through a transaction 
contro] function or the user's account records. returned to the message service control function 
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through the standard ATM/POS network capability pager being carried by the user to inform the user that 

provided by the message into output function 538. a message has been deposited into his mailbox The mes- 
When an acknowledgement returns from the user's saging system would, via modem, dial the user's pager 
financial institution, the message will be closed out by and enter a code indicating a message was waiting for 

the process transaction for control function 442 and 5 the user, 
transmitted back to the terminal at which the customer 

initiated the transaction - by the process transaction for Fax Output 

! Un ° • ° n i m u . Th f ^ etun ? transaction IP ^ A fax could also be sent from the system directly to a 

ATM/POS terminal will include either a status of mes- fax machine 82 whhom manua] intervention, 

sages entered by the user or the messages (if any) that 10 

are retrieved from the E-Mail function of the store and Industrial Applicability 

d^S^SSX °? ^ *° bdiCalC thC ° ther alternatives for the electronic mail system 10 

charges to the customer s account ^ m ^ ^ ^ yarying ^ n ^ ber Qf 

Correcting Billing Errors separate ATM/POS systems 12 capable of accessing the 

Under certain circumstances the message service " ^^*^™W^9£ . 
control function will not be able to complete providing ™ ou ?? major f*?*™** of the electronic mail 
the messages to the user at the ATM/POS terminal * ystem 10 15 dlustrated m * e P rcscnt embodiment as 
Under these extraordinary circumstances, either a bem * m communication with a separate processor to 
credit or a reversal of charges will be processed by the 2 o P erform the necessarv svstem functions, normal corn- 
system. This will be identified as an error transaction P uter caP** 111 ^ a single processor to provide all, 
and handled by the errors function 552. Errors function or an y subset ' of ^ Unctions described above for the 
552 provides, exactly as all other normal financial errors electronic mail system 10. For example, the ATM insti- 
are handled. After proper validation of the circum- ^ tion Processor 18 alone could provide the functions 
stances, the process account debit function 554 will 25 described for it together with the functions for the 
update the appropriate records to reverse the error, and clearing house network processor 44, for the user's 
the necessary transactions sent back to the message financial institution processor 46, and for the store and 
service control function through the insert message into forward message switch 52 including interaction with 
output function 448. multiple external E-Mail networks. In such a unified 

urt«7 upee a ~t«o A „ m electronic mail system 10, the relationships among the 

HOW MESSAGES TO^ROM THE USER ARE 30 ^ ^ ^ ^ & 

atw l /Kfc^fcl VED unified electronic mail system 10 omits the data commu- 

Access To The System nication networks 42, 62 and 64. Other arrangements of 

The link created by the customized store and forward Processors 18, 36, 44 and 46 are possible depending on 

message switch allows easy physical connection to all 35 ^ relationship of institutions involved in providing the 

of the existing E-Mail services, and results in the ability electronic mail service and their desire to participate in 

to easily send messages to users of the new service from providing part of the network's overall capability, 

outside the ATM/POS systems. To provide the functions of the electronic mail sys- ^ 

Most message creators would be businessmen, secre- teni 10 » 3X1 institution having an processor 18 or 36 

taries, or spouses with access to some type of computer, 40 mi S ht P^ce terminals 22, 24, 26, 28 or 34 of the type 

allowing the creation of messages with considerable described in various public and private facilities such as * 

flexibility, and inserting them into the network as easily airport or bus terminals, malls, financial institutions, 

as using an E-Mail network. retail merchants, hotels or such similar public and pri- 

A message terminal entry station 72 connected to vate locations, in order to effectively serve the needs of 

either the customized store and forward message switch 45 the general public. 

52 or to any of the linked existing E-Mail systems would Although the present invention has been described in 

be able to send mail by knowing the customers' message terms of the presently preferred embodiment, it is to be 

service mailbox code. The only restriction will be that understood that such disclosure is purely illustrative 

the length of the message text which can be processed is n°t to be interpreted as limiting. Consequently, 

by an ATM/POS terminal will be constrained. 50 without departing from the spirit and scope of the in- 

vention, various alterations, modifications, and/or alter- 

Service Bureaus native applications of the invention will, no doubt, be 

Someone who needs to send a message to a user, who suggested to those skilled in the art after having read the 

either is not themselves a user, or does not currently preceding disclosure. Accordingly, it is intended that 

have access to a terminal, can call a message in to an 55 the following claims be interpreted as encompassing all 

operator in a service bureau who enters the message and alterations, modifications, or alternative applications as 

arranges billing based on what has been authorized by fall within the true spirit and scope of the invention, 

the receiving subscriber. The service bureaus will be What is claimed is: 

able to take messages from outside individuals, usually 1. An electronic mail system that is publicly access;- 

by phone 84, and insert them into the network on their 60 ble by a user thereof, said electronic mail system cora- 

behalf. prising: 

The customer can also send messages to individuals a. an automated Teller Machine or Point of Sale 

without a "mailbox" on the system by use of the service ("ATM/POS") system that includes a plurality of 

bureaus. Anyone with a phone or mailing address could terminals through which the user may request ac- 

be reached by sending a message for forwarding to the 65 cess to said electronic mail system and at which the 

individual that the customer wanted to reach. Alterna- user may receive a message that has been stored in 

tively, the messaging system of the present invention said electronic mail system, said ATM/POS sys- 

can provide a communicated radio signal activating a tem also including an ATM/POS institution pro- 


5,265,033 

33 34 

ccssor which is remote from the plurality of tcrmi- 12. The publicly accessible electronic mail system of 

nals that intercommunicates with the plurality of claim 11 wherein the menu provided at said one termi- 

terminals via an ATM/POS data communication nal of said ATM/POS system permits selection of the 

network that is also included in said ATM/POS message for transmission from said store and forward 

system; and 5 message switch to said one terminal from among several 

b. a store and forward message switch which is re- messages stored for the user on said store and forward 

mote from the plurality of terminals for storing the message switch. 

message and for transmitting the stored message to 13. The publicly accessible electronic mail system of 

one of the plurality of terminals of said ATM/POS claim 11 wherein authorization for said store and for- 
system upon receiving authorization to do so. 10 ward message switch to transmit the stored message to 

2. The publicly accessible electronic mail system of or to receive the received message from one of the 
claim 1 wherein said store and forward message switch plurality of terminals of said ATM/POS system re- 
als© records charges for the user's usage of said dec- quires that a debit or credit card be inserted into said 
tronic mail system. one terminal after which a personal identification num- 

3. The publicly accessible electronic mail system of 15 ber must be entered into said one terminal. 

claim 1 wherein said store and forward message switch 14. The publicly accessible electronic mail system of 

also receives a message from one of the plurality of claim 13 wherein the debit or credit card inserted into 

terminals of said ATM/POS system and stores the re- one of the plurality of terminals includes a memory 

ceived message upon being authorized to do so. and/or a computer, and stored within the card is a 

4. The publicly accessible electronic mail system of 20 special menu that can be read into said one terminal for 
claim 3 wherein said store and forward message switch display thereon. 

also records charges for the user's usage of said elec- 15. The publicly accessible electronic mail system of 

tronic mail system. claim 13 wherein the debit or credit card inserted into 

5. The publicly accessible electronic mail system of one of the plurality of terminals includes a memory 
claim 3 wherein said store and forward message switch 25 and/or a computer, and stored within the card is a 
also receives a message for storage from or transmits the special message that can be read into said one terminal 
received message to a station that communicates with for display thereon. 

said store and forward message switch over a message 16. The publicly accessible electronic mail system of 

entry data communication network. claim 13 wherein the debit or credit card inserted into 

6. The publicly accessible electronic mail system of 30 one of the plurality of terminals includes a memory 
claim 5 wherein said store and forward message switch and/or a computer, and stored within the card, is a 
also transmits the received message to a paper commu- directory of individuals to whom the user sends mes- 
nication service through a modem that communicates sages. .. • 

with said store and forward message switch over the 17. The publicly accessible electronic mail system of 

message entry data communication network. 35 claim 13 wherein the debit or credit card inserted into 

7. The publicly accessible electronic mail system of one of .the plurality of terminals includes a memory 
claim 5 wherein said store and forward message switch and/or a computer, and the message transmitted from 
also transmits the received message to a facsimile trans- said store and forward message switch to said one ter- 
mission machine through a modem that communicates minal is stored within the card. 

with said store and forward message switch over the 40 18. The publicly accessible electronic mail system of 

message entry data communication network. claim 11 wherein one .of the plurality of terminals in- 

8. The publicly accessible electronic mail system of eludes a pen pad upon which the user may write the 
claim 3 wherein said store and forward message switch message prior that is received by the store and forward 
also transmits the received message to a pager commu- message switch. 

nication service through a modem that communicates 45 19. The. publicly accessible electronic mail system of 

with said store and forward message switch over a claim 11 wherein one of the plurality terminals includes 

message entrydata communication network. an optical character recognition subsystem for scanning 

9. The publicly accessible electronic mail system of the message that is received by the store and forward 
claim 3 wherein said store and forward message switch message switch. 

also transmits the received message to a facsimile trans- 50 20. The publicly accessible electronic mail system of 
mission machine through a modem that communicates claim 11 further comprising a user's financial institution 
with said store and forward message switch over a processor distinct from the ATM/POS institution pro- 
message entry data communication network. cessor, said user's financial institution processor receiv- 

10. The publicly accessible electronic mail system of ing requests from said ATM/POS system that the user 
claim 3 wherein authorization for said store and for- 55 be allowed to access said electronic mail system and 
ward message switch to transmit the stored message to authorizing such access by properly qualified users, said 
or to receive the received message from one of the store and forward message switch transmitting the 
plurality of terminals of said ATM/POS system re- stored message to one of the plurality of terminals of 
quires that a debit or credit card be inserted in said one said ATM/POS system upon receiving authorization 
terminal after which a personal identification number .60 from said user's financial institution processor. 

must be entered into said one terminal. 21. The publicly accessible electronic mail system of 

11. The publicly accessible electronic mail system of claim 20 wherein said user's financial institution proces- 
claim 3 wherein a menu is provided at one of the plural* sor also records charges for the user's usage of said 
ity of terminals of said ATM/POS system that permits electronic mail system. 

selection either of message transmission from said store 65 . 22. The publicly accessible electronic mail system of 
and forward message switch to said one terminal, or of claim 20 further comprising a clearing house data corn- 
message reception by said store and forward message munication network that interconnects said ATM/POS 
switch from said one terminal. system and said user's financial institution with a clear- 
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ing house network processor, the clearing house net- store and forward message switch over a message entry 

work processor accepting the user's request to access data communication network. 

said electronic mail system from said ATM/POS sys- 34. The method of claim 26 wherein authorization for 

tern and transmitting such request to said user's financial the user to exchange electronic mail messages further 

^j 1 ^' ur 3 comprises the steps of: 

23. The publicly accessible electronic mail system of c . inserting a debit or credit card into said one tenni- 

c aim 22 wherein said clearing house network processor na l of the ATM/POS system; and 

also performs a message service control function that d . entering a personal identification number into said 

tracks the status of and steps required to retrieve the one terminal 

stored message from said store and forward message 10 35. The method of claim 26 further comprising the 

sv/ l? a *m *v j c i_ , m step of providing a menu at one of the plurality of termi- 

1 £ tf™*?* electronic mail mes- ^ of ^ ATM/ p 0 S system from which the user may 

S£ft J^^A^ y S^T^ ■** cithcr ^ge transmission from the store and 

SySt£m th3t ^ mcln * e& ™ forward message stitch to said one terminal, or of 

comprising the steps of: switch from ^ d oae tcminaL 

~S g ^ * ™ c method of claim 35 to** uprising the 

message switch remote from the plurality of termi- step of providing a menu at onc of the pluraUt P y of ^ 

b. authorizing transmission of the stored message 20 2""* system that permits the user to 

from the store and forward message switch to one f* 1 * e message for said store and 

of the olurality of terminals of the ATM/POS f ° rward meS f ge swUch Xo ™ d ° ne termmal from 

system in response to the user's entry of a request messagcs ^ for the user on store 

therefore into said one terminal of the ATM/POS ^o^ard message swuch 

system. 25 37 - The method of claim 35 wherein authorization for 

25. The method of claim 24 further comprising the the ^ r t0 exchange electronic mail messages further 
step of recording charges for a user's exchanging of comprises the steps of: 

electronic mail messages. Cl msertmg a debit or credit card into said one termi- 

26. The method of claim 24 further comprising the naI of ATM/POS system; and 

step of receiving a message from the user at one of the 30 d * emenn 8 a personal identification number into said 

plurality of terminals of the ATM/POS system and one tenninal. 

storing the received message on the store and forward 38 * method 0I " claim 37 further comprising the 

message switch upon receiving authorization to do so. ste P of displaying upon one of the plurality of terminals 

27. The method of claim 26 further comprising the of ^ ATM/POS system a special* menu read into said 
step of recording charges for a user's exchanging of 35 one terminal fr° m a memory and/or a computer in- 
electronic mail messages. eluded in the debit or credit card inserted into said one 

28. The method of claim 26 further comprising the terminal. 

step of receiving a message for storage on the store and ^9. The method of claim 37 further comprising the 

forward message switch from a station that communi- ste P of displaying upon the terminal of the ATM/POS 
cates with the store and forward message switch over a 40 system a special message read into said one terminal, 

message entry data communication network. The method of claim 37 further comprising the 

29. The method of claim 26 further comprising the ste P of displaying upon said one terminal of the ATM- 
step of transmitting a message from the store and for- /POS system a directory of individuals to whom the 
ward message switch to a station that communicates sends message that is read into the terminal from a 
with the store and forward message switch over a mes- 45 memory and/or a computer included in the debit or 
sage entry data communication network. credit card inserted into said one terminal. 

30. The method of claim 28 further comprising the The method of claim 37 wherein the debit or 
step of transmitting a message from the store and for- credit card inserted into said one terminal includes a 
ward message switch to a pager communication service memory and/or a computer, the method further corn- 
through a modem that communicates with the store and 50 prising the step of storing the message transmitted from 
forward message switch over a message entry data the store and forward message switch into the debit or 
communication network. credit card. 

31. The method of claim 28 further comprising the 42. The method of claim 35 wherein the user enters 
step of transmitting a message from the store and for- the message received by the store and forward message 
ward message switch to a facsimile transmission ma- 55 switch from the user at one of the plurality of terminals 
chine through a modem that communicates with the of the ATM/POS system by writing the message upon 
store and forward message switch over a message entry a pen pad prior to the message's transmission to the 
data communication network. store and forward message switch. 

32. The method of claim 26 further comprising the 43. The method of claim 35 wherein the user enters 
step of transmitting a message from the store and for- 60 the message received by the store and forward message 
ward message switch to a pager communication service switch from the user at one of the plurality of terminals 
through a modem that communicates with the store and of the ATM/POS system by optically scanning the 
forward message switch over a message entry data message prior to the message's transmission to the store 
communication network. and forward message switch. 

33. The method of claim 26 further comprising the 65 44. The method of claim 35 further comprising the 
step of transmitting a message from the store and for- step of obtaining authorization for the user to exchange 
ward message switch to a facsimile transmission ma- electronic mail messages with the store and forward 
chuie through a modem that communicates with the message switch from a user's financial institution pro- 


cesser that is distinct from the ATM/POS institution 
processor. 

45. The method of claim 44 further comprising the 
step of the user's financial institution processor record- 
ing charges for a user's exchanging of electronic mail 5 
messages. 

46. The method of claim 44 further comprising the 
step of transmitting communications between the 
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ATM/POS system and the user's financial institution 
processor through a clearing house data communication 
network and a clearing house network processor, 

47. The method of claim 46 the clearing house net- 
work processor further performing the step of tracking 
the status of and steps required to retrieve the stored 
message from the store and forward message switch. 
* • * • * 
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